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(XLM) within documents. Malicious XLM codes often undergo complex obfuscation, posing a substantial chal-
lenge for conventional analysis methods and detection systems to discern the actual functionality within a vast array of
samples. Consequently, an automated system for deobfuscating XLM and extracting key Indicators of Compromise
(I0Cs), named XLMRevealer, was developed to counter the diverse obfuscation strategies employed in malicious
samples. XLMRevealer was architected upon abstract syntax trees and execution simulation, encompassing 138 com-
prehensive macro function handlers. Based on that, Word and Token features tailored to XLM code peculiarities were
extracted, capturing multi-level, fine-grained features through feature fusion. XLMRevealer incorporated a CNNBiL-
STM model to discern familial correlations across dimensions, facilitating family classification. Finally, a dataset com-
prising 2346 samples from five distinct sources was constructed for both deobfuscation and family classification experi-
ments. Results indicated that XLMRevealer achieved a 71.3% deobfuscation success rate, outperforming XLMMacro-
Deobfuscator and SYMBEXCEL by 20.8% and 15.8%, respectively. Its efficiency was stable, with an average pro-
cessing time of only 0.512 seconds. The family classification accuracy for deobfuscated XLM codes stood at
94.88%, surpassing all baseline models and underscoring the efficacy of Word and Token feature integration. Fur-
thermore, to assess the impact of deobfuscation on family classification and account for variability in obfuscation
techniques across families, experiments were conducted on both the original and uniformly obfuscated XLM codes.

The accuracies were 89.58% and 53.61%, respectively, demonstrating the model's capability to learn obfuscation

features and confirming the significant enhancement deobfuscation provides for family classification.

Keywords: malicious macro document, Excel 4.0 macro, deobfuscation, family classification
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EN DS e AV & v W) R TSR R T
M DAAG B 5 G AN IX e R B B 204
770 ASCE R SEBRMEAHA_EaR AR ) % Fh
T T e S EAUPAT AR . BAh, BEXE
FIF H B8R 1727, XLMRevealer % 1145 & 30
TG B B RS I B DA A IR H A
ZH.
2.3 FIEIRFUIRR

TEAF B 2RE 1 XM & 7 5 s £ )5
S 0T HHE S AT AL B DLSRAS = i AR A Kk
FMNPREE, NG RHESR A TR . RRAE Rk
G AR A Ko AR R A BT 8 S R KR
2.3.1 HIETLE

N7 AP HAIZREEA  FRE R R, X
PR REA AT I L . R XLM U & 8 2 F
MR WA EEE. fEARHARE
o= ETvY i S TR S 1) N D /TR P P Rk 1
I SR E XLM AR 5 Bk e A &8 . %
TRV JE 19 2 B 4R TP AR AR 45 R O 2 R B3 1
— BN FKIRFEABOL D IREA, AR
XECFEAR 5, 19300 BT 5 2 K05 7 K 15
HEE

BEJG, T EAREREAREOR RN RIRIREE,
BRLLTIA 9 7E 0] 36 35 XLM SCRYFE A BR 25 (1R 1 1
MS Defender 5 Jy #E# 7] 5¢, P54 S Al AT MS
Defender F A AR EE, AT G5 TR 25 R
) FIE A S B R I H & MPLog,  #2 HUSik
FRZE, 41 “TrojanDownloader: 097M/Dridex” X
N “Dridex” ZK .
232 4FAERIR

WH, A KRFEARIEDIRE . R R EH
R« B 8 SCFAF R 55 7 AR B[R], BTt
PR RFEA L E A XLM & 5 A 5 1R 5
W EREARIA FIFEAEBAA D RE . AASE5H . K
PR R EARRUE . XLM AR BB LR, AR
i LA R O A Xy T4k, IR E AR A

Ao BREEE L ANEE, 32 7 ek H 7
RPATTERCE R TR . FET DL AR, AT
T Word (i) . Token (KHETF, XLM
B FheR A ) HAVRIE SR I T 7

(1) Word 2% [FIFRFEFEHL

ENS VR L E S S e S B SR R iy Ry S i
Jir 5 Words, #8544 7 B R /NS I i IR L
AINT 2093, SRR A CEREL HE X
BRESE) . HiE LR ES . Windows APLYE i
% BHESHCFR RSO RIE, XA L
A IR [F)— FRFE A AR LI

(2) Token 2 [PIRFEHEHX

AR SCARNT RGN XLIM AT 51, IREE
JF B XLM B 5 T 5 R T, DURBRFE AR AE K
BRI RIS TyRE_E AR .
233 LRSS

ASCIHETF AT . concat Hf#E 4% T2 S EL
FHEREG AR . BRI S, AR
H 43> Word F1 Token A%, 53 il K B /N
¥ bR PS5, Tokens HIHC AT 5 4 Words &7
e SR, IRAR TR 2 I SR AR A B
1], BPOOV (R 3%1H, out of vocabulary) [f]
A, ARSI IS R I AR RSO 1) Words A
Tokens LA J I i £ HH 8T Hi 1 1Y) Words Al Tokens
Gy MAd N “ <UNKI>” “ <UNK2>” DL % %
] LT

Bt e, 25 FE A ) Words 11 Tokens $#1iE /7 41
X} 5% Jii K F concat /7 1842 LLSE I Word 1 Token
FRAERL G o /N0 B 7 5 2 4 HR N TR B I
&, MR — N EERECERAE, BRI
BB RFAE . IF A [R) 4 B 92 48 K O AE AR R
e,
234 Rk EAREA

XLMRevealer #) & % #1 # 242 k) 45 (CNN,
convolutional neural networks) F1 XY 7]+ 5 #12
2. 4% (BIiLSTM, bidirectional long short-term
memory) FJZHABARSCHLR G 25, B3
BALERNE . CNNE. BilSTM E M4 % # 2
(2R 4R

(D RAZ

RN =R AT P FRAE 7 41, ) )
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RN FV200 % BORHIE Y 81 R I A 5 i 4o e
YerrriE, NI AE FEASRRAE [F) & .

(2) CNN 2

CNN BB ZERMALZ M, BRZE NS
FUZACIE DL ARAE T, BR800 21 SUAR T 51 a6
FEAE . thAk )2 R FH e Rt A R A RS, $R
LARGE R o R PR 4E, {8 XLMRevealer
AJ DL 2] 31 B R 0 O TR A S RFAE

(3) BILSTM JZ

LSTM #% A J& — Bl RE Bk 1 RNN, 3 i 13 0=
1y g2 T TS T T o E 5 B LS, IR G
(RS 4 SR A Al BR A AT ) I ] 37 570 55
B NHEAT 23 BT F R IR B K B B AR R &R

BiLSTM # % /1 §if [ LSTM Al J5 ] LSTM 41
Ji,  REAERE T I (] G A 80P FH Je iR e (i
REATFPRAD FUARSRERE GBI E FeRE U7,
TH&, T Token FHAIE R £ FH A7 AE BH 2 1) B
J¥ K %, BILSTM JZ 1] LA 78 4% 2] E| Token i X
FEAE XF R R D Re s B FE s 1 22 ek AR
HARKMIHE A 528, MEAXNE S ERE
GERL e G S U 2 (R AT A W 1R SR I K
%, BILSTM JZ tH f2 %% 2] ) % 2 X Word 2415 X
RHAIE

(4) BEEE (R

IR EAE N AR R B AR E N 2 (1)
WG — 3. AEEE R I R — 4 )
&, MM RFER RSB 2R A R IC S H, FEE
IR Iy IS LS 5E A9 . XLMRevealer fif F Soft-
max JZE N RIS, SEHUE R FRE IR .

3 S5t

A %% XLMRevealer 4 VR IE B HL R
FIRAR A BHGFAT VAL, Wih =4 SCIR ISR K
DIREMIA R, FFRTE SORIE 7 H AT L S LA
T. B (XLMMD. SYMBEXCEL) 7£ % ft )
ZESt.

3.1 WHESINE
3011 EREE

A RMEREXLMEA T EZ, BRA
NN HEERE S, T RASCMNELT 54 KI5
BT 2 346 MEARSLIGEHE S Lastline
7N E N FEESE . Carbon Black 2% Ui 22 4%

o\ A B PEEE . InQuest % 4=/~ F] ZLoader X
BG4S . MalwareBazaar 3% = FE AR BUE B2 . &Y
S EP/NEIEAE/TE
3.1.2 EIIRI

3N T HAE [ i I # T B4 FH COM fn 2%,
XA, 1 SYMBEXCEL 5 847 4F Linux 1, A
T f#FH COM, SYMBEXCEL it #£4t 7 Windows
BT 1 AR 55 i AR RS A Linux $2 4 COM Zh g .
DAL i S5 VR ¥ s 1y 22 K 512 56 7 XLMMID Al XLM-
Revealer £ 2 45 Office 2019 ] Windows 10 #7341
3247, SYMBEXCEL 7E Linux L Hi2 17 I
155 FH Windows Iz 55 ¥ e {4t (1) COM T g

X T SR AT EE R, COM i 2k FE i
LS b m  — AN R, I CoOM & 53
SORVE SAAKERT 22 S AN B, IR 2l i H 34
5T FHER S SCAF AR BT N EFE A, 34 TR #BAE Linux
ERNLHIZEAT . SEI P SR E WK 2 Fs.

*x2 ZUHFEME
Table 2 Experimental platform configuration

BN AT /A Windows P FHL Linux S L
CPU Intel i5-12500H 1x12#% 4x4 1%
GPU NVIDIA GeForce RTX 3050Ti @)

A7 B AF 24 GB/16 GB 8G/O
CUDA CUDALI1L @)
RIEES Python 3.10 Python 3.10
IRIE ) PyTorch O

TE:“O" RN B A EE,

3.2 RURESN

MR VR IR . FERT 5 Vi R 75 T
i XLMRevealer. SYMBEXCEL f1 XLMMD, Jf
IS F XLMRevealer F) A5 R AT ER Y o
321 RAFRAESLE

N T Al XLMRevealer X B S FEAE A [
RIERES], AR EESE BT T RIEE
WA, 34N TEMZEE RIBE B2 E 4 frox,
XLMRevealer i tt XLMMD 1 SYMBEXCEL 43
BT T 20.8% 15.8%.

XLMRevealer i g4t %} — 48 8 B o8 ZUHE R i
AAT NI RSB TOC, HEAIE /> 10C WA 5
JiR e
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o7l 0713 “Shell32” “Download” “http” “C:\” “vbs”,
ool e $i%ﬁ3ﬁiﬁﬁﬁ%ﬂﬁu&ﬁﬁﬁ§
0.505 : 3. 4) FHRIBERIIE, W3 xR,
£ EMA D, 2 F, XUMRevealer 45H 5 2
204 RIS T4 4 SR A A
& oIr LRI R IRIEBE /7. ERIMI3) . 4) LUK RN ¥
02 JEIX PN 2544, XLMRevealer [ 3 %
o1} FHH XLMMD A SYMBEXCEL 43 A4 T+ 1 20.0%
M 12.1% 11.6% F1 6.5% LA K 18.3% Fll 15.8%.

XLMMD AYMBEXCEL XLMRevealer

K4 3ADTRMGE RIRH R

Figure 4 Comprehensive deobfuscation success rate of three tools

ALERT:
Alert Message: "Error! Sending report to Microsoft..."

EXEC:
Execute Command: "wmic.exe process call create 'mshta C:\\
ProgramData\mAuPRwjW{lbuhQa.rtf"

FWRITE:
Write File: "C:\Users\Public\b92fqwZR.reg"

5 SN 10C
Figure 5 Part of the extracted IOC

LrAe] ) T S TRV A 7 D) R A S bR T
(), AL T 2 2N 43 70 Gt ORIV D)
2, DA AT R A B SR VE 25 R 1A Rk

D RIBESRAET . HERRNPUENT . IR
TRVEHAR AT Be i )R vE i 1T H L i &k,
FHEAANGREGE R RNT.

) RIBESGRATEAAE TR A2 E. B
L] e R BURIE TR AT S A, SHEFA A R
TR, AT RERE N JCRRAE T H B 2 45 3

3) RIBESREDOE —NEERE. &
RFEACHE 220 B B O AT IRV, SCHR[1]3%E B
M T AT % Z Th A ) “EXEC” “REGISTER”
“CALL” PREL, AFUUFEEEAS B Ty 78, &
i B T B AT N IR R A R
“CLOSE” “UNREGISTER” “FILE. DELETE”
“FILE.CLOSE” “WORKBOOK.HIDE” .

4 RIBESGRTRDAE AN EEREE
Frefp . EEREOHAMSECE S IR, KRR
T SORE RIS T, AR B SEREACI A 3D
o E AN R WS, WA T LN RHIE AT
HBAES: “exe” “dll” “powershell” “ps1” “html”
“Ink” “bat” “mshta” “rtf” “URL” “Kernel32”

BeAh, ASCRIAERMN 3> 4) T SIRE R
FEAERIN Dy 2) FERART A, SRR, —
J5 HRAFAEARRETE 4 SRIRIE IREA, 53— J7 I
FEMER BIR BEFEAAR B AE S R BN 88 3¢
R, FTUFEAS A iR E 2R

#z3 TEMUTIFHILENKRBERINE
Table 3 Deobfuscation success rate of
tools under different rules

HLI XLMMD SYMBEXCEL XLMRevealer
D& RIE= 0.675 0.748 0.946
DATHAE T3]

. 0.569 0.590 0.839
+ Iz
DUEEERE 0421 0.500 0.621

L T2
HEEHERT 0.466 0.517 0.582
T e
Q%QE@& 0.393 0.418 0.576
TR

322 RORARE LI

ASCAE Linux JE LHEEAT 34 TR IFid 3%
SOBE R FEATIFERS, AR S FEA T I BR
WEN180s. Hfa, LL20 NDKILFHhFE 2
Wl T ORI AR R S B, RIRIEFERT W E 6
B o

BRI S, XLMRevealer B S iR v = 2 H AR
S, FYHE R 0.512s, AT HAR T E. b
b, FEI R B LMEAE A T S A IE A B 1
INREUE A, XLMRevealer £ AL B IX L6 fF IR |
F R4, XLMMD 1 SYMBEXCEL Il #4 £ ¥k
HH B HE N T BRAE A i 38 1 FH A PR 4% 000

SYMBEXCEL F| Fi £+ 5 $4AT 11 75 723 4 1B iR
HOR BB K o SRR 564, PR FERT S 17—
MNEN . BT HEBPATIEE A B X3
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EHORSE, AR IRV BRI R AN vy HLAE T
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+ SYMBEXCEL
15.01 : . L « XLMRevealer
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Figure 6 Deobfuscation time of three tools

3.2.3  BUREEL A AT

MY BB TR DLV IE AR 1 IR
HEROR, TRIX 3 A T AR PR 7(a) BT R S

ZEB I ERBN “test”, RICIHIGHE
FRH %A, Hd “SET.VALUE” # “MID”
2R FRE “1C” £ N\ R5C4; “DEFINE.
NAME” Jytuik 51 F 23045 7 1) R1C2 0% %
BE AR “asd”; R2C1 AR 2 28 B —
NN “sdwCWvq” WIRREL, FFid e X4 Fk
“asd” RN R1C2, AJ5 FRAHZ %, Mk
¥ FIRIC2, IfIM iz, HFIH “RETURN”
IR A A, & H “HALT” 450253817,

SR, XRAMER TRk 2 AR, F
FrepiRdE. ZMEARNRTEII H. WMEARXA
€ SRR E, PRk SR E JT k. 3R AW
SORE G R E 70)~ B 7(d) i, 45 REW,
AT PR b T e AR B 241

BRI S, XLMMD JoikAb B AR 2 50 DL &
FLILA% N 2 A S ITRVE H 8 . SYMBEXCEL fE
FEBT IO NI 2 A S, (BN RIBIE 45 R
NTAZ00 79 [= R /A VN (1 N2 s 2 WS Ry 52 1 . 7 TR
ReNp s, WA B R o5 S5,
FTENSHZRFH, dhah, i =5 R EE e X
SN, X5 K S B PAT AR
Bk B R1C2 FL Tk, JToik SEIl 78 B 1 SROIRVE »

52 M, ACHH R XLMRevealer H A & jnse
3 H G Fe ) ook bl 51 N 57, SRR
TRIETIARIMAT AL,  H R 45 57 W B A o

[R1C1]=SET.VALUE(D5,MID("dwcl C8W3" 4,2))
=DEFINE.NAME("asd","=R" &R[4]C[3]&CHAR(50))

[R2C1]sdwCWvq=asd

[R3C1]=sdwCWvq()

[R4C1]=HALT()

[R1C2]"B2"
[R2C2]=ALERT(1)
[R3C2]=RETURN()

(a) IR XLM AR

False

False
=sdwCWvq()
—HALT()

(b) XLMMD 5 /R 45 R

DEFINE.NAME(asd,"=R1C2")
sdwCWvg=asd

=sdwCWvq()

=HALT()

(¢) SYMBEXCEL [ Vi V% 45 5

SET.VALUE(test!$D$5,"1C")
DEFINE.NAME("asd", test!$B$1)
sdwCWvq = test!$SB$1
sdwCWvq() --> GOTO(test!$B$1)
ALERT(1)

RETURN()

HALT()

(d) XLMRevealer [ 1R 45

7RI XLM 2 2R3 b T 1 ORI A R
Figure 7 The obfuscated XLM formulas and
deobfuscation results of three tools
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FEA, MO TR 45 R H 32 B Word 1 Token FF
fiE, IR ANBERIHAT /32K, BAh, IR H AR A
LR AT 5256, PAEE# XLMRevealer 5 HL A #5
AULE AL EE XM S5 73 2 1l il L 22 5%
331 ZRRE

(D 73 RLI0 KR

JBSIE Fr  URFAE 846 0P DL % 43 SR A
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FEAH T 732K 5256 . A SCHH MS Defender 4
FEALE, b Ho AR B B 5 4 5 B A H 765
MPLog, LAZREUSAMFEAR M ZIRIRZE o

2 220 MEARFAT 2 000 AT BT RRAS, St
L5 27 AN S R T 48 DR 73 2 Ik )
K EWAD, EENE WA, AU T2
SEA o PR AR ST R S AN AR Ak L 8 A KR -
Donoff. Dridex. EncDoc. Gozi. Mailcab. Obf-
Book. QakBot. ZLoader, & T i3k 4 (v
1961 MREAR KIS KL EIE, FIHK
R IFEA T2 HR 6:2:2 I LB Il 70 M 4546 . BRUE4E
HIPREE .

R4 RKEDELWHIESE

Table 4 Dataset of family classification experiment

Fo BEXLME B8 NIgE iEdk WBlE

0 Donoff 15 9 3 3

1 Dridex 257 155 51 51

2 EncDoc 1025 615 205 205
3 Gozi 11 7 2 2

4 Mailcab 26 16 5 5

5 ObfBook 32 20 6 6

6 QakBot 95 57 19 19

7 ZLoader 500 300 100 100

(2) PHtiFER

A TH PP A/ XLMRevealer %1 % & XLM
FEARBAT RS RIRET1, ASUEH AR+
) WAPASFEPR: K2 (Precision) . # [ 2
(Recall) « F, i (F,-score) Al#EHi % (Accu-
racy) VPALSEIRZE R .

BEXIM X KR T 20 K45, Ek
T S 56 B A & SRR A B A A IR AN B A
N FEAERHB PP XLMRevealer Z 54 R, A
SCAE R INBC S S RS R . BRI, FEMAE
W, H, &FEVHL TR bR RIAE A KGR
B b AR I LA

(3) X LESEIRIAEE S A5 Y

KRG L AE R 2 iz ) Windows ) EEAL
FEAT, NEGAIE XLMRevealer FT{# F A5 ) 77 3%
B XLM KR 2K n @ E o & B A RCR
R T PRI IEZE (baseline) #7347 X6 L 52 L6

DD HLES5E S LR . (& B8 5 )
Fikm g R, B FFmEN (SVM,
support vector machine) . [ #l #& #k (RF, ran-
dom forest) F13Z %5 [4] J4 (LR, logistic regres-
sion) 3 /ML,

2) URPEZESIRLAEAY . FIFH PyTorch #47#1%
FILLEHIRL, 445 CNN, LSTM. BiLSTM Fl/’]
a3 ¥t (GRU, gated recurrent unit) 4 4>
BAY,

332 ZEBER

XLMRevealer fi7 8 H ) CNN-BiLSTM # %!
5P ) IRE S ) B BRI S 45 A
FK5HTN. HEKSAH, XLMRevealer 7E i % |
B, FEMEFRRE FIIRS T &EE.

*x5 BEBLHER
Table 5 Experimental results for each model

A G E ST FfH TR

LR 0.8851 0.887 5 0.880 7 0.887 5
SVM 0.903 3 09105 0.9050 09105

RF 09122 0.928 4 09157 0.928 4

CNN 0.9230 0.902 8 0.9050 0.902 8
LST™M 0.864 3 0.882 4 0.862 5 0.882 4
BIiLSTM 0.867 9 0.887 5 0.867 5 0.887 5
GRU 0.936 8 0.9207 0.926 3 0.9207
XLMRevealer 0.942 3 0.948 8 0.939 5 0.948 8

S 4k WIGHIF T XLMRevealer BE5 A 25K 51
W XLM SO RIS R E 5 = 2L RE, LAsEE
ERE R K525, CNN-BILSTM 4L A 1A
Rl 3R 2 72 BR LS S 800 Je 38 SUAR P Bl R
TIE, DA AN SCRS B 8 FH 00 B A 2 o B K P
RS DG SR AT SCRIE, B BRI B8R
34 CRANRKRIES LF LI

AR ZR SCIRIE R Z o R, A SR
HORE A J5 4y XLM ARG 1 A E 4T ST ¥ 1A L T
FERG I FR S

SR, 25 8 SO FE AL FH VRIE B 25t
A REAEAE—E Z 5], TR B R ARG B
FHIE, SRR THEAHE. TRAE
FAGE— HITRIE J7 120 I IR i B AR D PR i Rk
7 s o RGN R “CHAR”



.7s - Wit 515 2 A

510 %

“CONCATENATE” #7747 IRE, RIEMHEH
“FORMULA.FILL” SEHUECHE RV, 5 )a o A
“RUN” AT TE B bn 5o 1 )5 a6 4K, TR
W JE R B 8 Fis

JRUAICHS: | [R1C1]cale="calc.exe"
[R2C1]=EXEC(calc)

[R3C1]=HALT()

U

IR AY: |[R1C1]=FORMULA.FILL(CONCATENATE(CHAR(99),
CHAR(97),CHAR(108),CHAR(99),CHAR(61),

CHAR(34),CHAR(99),CHAR(97),CHAR(108),
CHAR(99),CHAR(46),CHAR(101),CHAR(120),
CHAR(101),CHAR(34)),D1)

[R2C1]=FORMULA.FILL(CONCATENATE(CHAR(61),
CHAR(69),CHAR(88),CHAR(69),CHAR(67),
CHAR(40),CHAR(99),CHAR(97),CHAR(108),
CHAR(99),CHAR(41)),D2)

[R3C1]=FORMULA.FILL(CONCATENATE(CHAR(61),
CHAR(72),CHAR(65),CHAR(76),CHAR(84),
CHAR(40),CHAR(41)),D3)

[R4C1]=RUN(D1)

[R5C1]=HALT()

K8 RS g — IR 5 AR R

Figure 8 Example of original code and uniformly obfuscated code

X R TS 4 — 1R E f5 XLM ARG I 5K %k
Iy RAEH B 9 s

B9 R, Sof T R 2R I XLM ARRS ,
oAb B A7 2 2R B A A R E R A A
85.46%, XLMRevealer ] 5 i 45 K HE 1 R N
89.58%, A th 1 4.12%. 1 X} EG 3.3 7 A SE G

ZEA, PR (AR R AT /NI R BRI, 1)
BV Jo VR AR B 22 > RIS D REANIE SURFAE, A7
ATy RE I R TRUATRVE BOR B RHIE T BEAT B HER
R TR T RIBE A HSE—RERAE, &X
TRFEA R TIRE HOR EIRRAE, A8 R EAL
PRI A 70 i SCHICHR AARCRS S A 7y SRR A T 1%
FOJBIREARSCHARHE . B UKRE, FHSRE
S SRR O SRR R AR L 50%

bR S 25 AN B AR A BE S ST
SR Th % SO0 VR R BOR AL, BB E
T RARE X F IRy R EAWRIE RN, £
Fiv A BE A A8 AR ) RO TR IE BRI, 73 RABERL L
TR

4 LERIE

FE T R XM SCRY 4 8 2o 75 30 4R Sk 4%
R MR A N GOME LS BT HE VR VA XLM SO
() FLSE T REFFIRELIOC 1 vl 8, A R 36 i B s
GRS I 5 o B i R R AR (R R T
K, ASCIHLT Excel 4.0 2 AL IRIE SRR
112 A58 XLMRevealer .

XLMRevealer A8 4 R b BT 10 Fh XLM i
BT, RIRESRTEREELG, % H 3
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O
S
1
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Figure 9 Family classification accuracy of XLM codes before deobfuscation and after uniformly obfuscation
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HIETOC, (EM R E 2 346 I L FEA K #L
e dk b, ZRA IRVE A E XLMMD
SYMBEXCEL A HUKHIHRTT,  SOIBIE R & .

XLMRevealer $#£H Word 5 Token #51iE, 4%
T CNN M BILSTM A & B8, 73 RAUR T2
LB . ARSCHE T XIMARES B ARRAIE, R PEAR
PR ROR 3 AR, kAT 0T LU SR DA B IR A5
UG R, DL 2 I STt F7 X0 g B A 1) 40 A
PFR. A, ASCEE R SR RIRE N
JREEAAS . G IRIE 5 AR AT 4 R SEEG, IE
AR AR B 0% R 1) & O IR E BOR BRHIE,  3800F 1
SORVE R o R A

Ja 2 TARK R BT RE A I R R TR R
FB, IR RIRE T, DR IR
INE s A RR RIREREE VRN T, 7R
TRVE AT JE AR ) AR AR AE s R AR HE XLM AXHS
R AR ST EESE H A RRAE A O S A K
WAy AR, AE T 2 500 (1) K H s 4 b ScE i
ok,

HeAh, A RIBEW TS5 XLMRevealer 541
X A TR BRIV R, (HAE DN B B R
HRE R ARKS, XLMRevealer R fe#k#i HH: N 5
B RIBFEZH 5L, B RIBHESCRA RS
WEe T RORVE SIS LUK, AR BRI HE AL
HOAAMARFRER A, FIReTH L B K
HEEHEM (LLM, large language model)

LLM H ARAEUT ML, T R RSP AR AL R
RS e ot B B 55 5 AR, LLM AMUE A
W5 1) AR TE & SRR B S5 AR i RE 71, B RERS
AR AR 2 B ARG S N . LLM OGRS 3
FAEANACAS AR 187 T Fee I HS LBk PRt R, 10 A RS
(1) B TR VR AT agf A R A VR VA AR I A i 25 VR VR
A, R, @ VRVEFE A A S A8 R A 2 A
2], LLM Rige I FE AR B ek RiE, Tk
TABVE RO fg A A B R ST AT RE Jg, LLM AT LA
SEI R HAERA I SRR « 2 TR 22l IR R
LLM 7E XLM iR LRI .
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